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Abstract
As technology advances continuously in this day and age, we ought to keep up
with the times and understand all about the virtual world - Its benefits and dangers.
When operating businesses in future, it is important to stay up to date on tech trends so
your business does not fall behind or miss any opportunities. (James, (2018))
Therefore, Project Cypher aims to promote awareness among young children about
how to protect themselves against cyber threats. Resources provided by us are not only
comprehensive, but also engaging, where information is easy to comprehend for young
children. Thus, this makes the information provided suitable for anyone regardless of
age, but focused specifically on our target audience. Through our resources, they would
gain a deeper understanding about the internet and would have a headstart before
immersing themselves in the virtual world. Especially when there are many hackers who
take advantage of the prevalence of technology to invade people’s online privacy, it
proves the importance of teaching children about online privacy, ensuring their safety
when surfing the internet. As of January 2021, there were 4.66 billion active internet
users worldwide - 59.5 percent of the global population. From the 4 billion people, 155.8
million individuals were affected by data exposures in 2020 alone. (Johnson, J. (2021,
April 7))
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1
1.1

Introduction

Rationale
Children in our target age group would most likely be exposed to personal

electronic gadgets for the first time, so it is important that they know how to enter the
cyberspace safely.
Through some research, it is proven that children will increasingly be more
vulnerable to cyber risks as they grow older. In 2020, 23% of children aged 10 to 12 are
exposed to cyber threats, whereas 50% of teenagers are exposed to cyber threats, thus
showing how children should learn about how to ensure online safety as early as
possible. (Low Youjin. (2020, February 11))
Another source states that 20% of parents in Singapore do not address online
safety concerns as compared to the 14% of parents in the Asia-pacific region.
Therefore, this further emphasises the need to address the matter of online privacy in
Singapore. (Yang, C. (2017, April 2))
1.2

Objectives
Through this project, we hope to make use of the resources that we have

developed to raise awareness to young children, aged 10 to 12, on how to protect
themselves online, and also share some comprehensive tips and tricks on how to avoid
such cyber threats. By explaining how hackers perform these cyber threats, we hope
that our target audience is able to gain a better understanding on the dangers of the
virtual world and thus learn what to do when faced with such threats.
1.3

Target Audience
This project is targeted to help young children, aged 10 to 12. Thus, our

resources are made to be much easier to comprehend. Explanations about the
complicated cyber threats have been simplified for ease of understanding, so it would
be suitable for these young children.
From an article published by the Straits Times, we found out that 12-year-olds
spend 46 hours per week before a screen, which is almost double the number of hours
9-year-olds spend per week before a screen, which is 24 hours. And from the same
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source, we also found out that 70% of 12-year-olds have their own mobile devices,
while 52% of 9-year-olds have their own mobile devices, which is still a rather large
number. As shown by these 2 pieces of evidence, we are able to justify that upper
primary students are more exposed to mobile devices, and thus have a higher chance
of being a victim of cyber threats. (Yang, C. (2017, April 2))
Senior minister Tharman Shanmugaratnam also announced that all Secondary
and Junior College students would be equipped with a personal learning device (PLD).
Therefore, this indicates a higher usage of devices. Thus, we believe that we have to
ensure that primary school students are equipped with the necessary knowledge in
order to get ready for secondary school, where they would receive their PLDs. (Sin, Y.
(2020, June 17))
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2
2.1

Literature Review

Existing Online Privacy Measures
Here are some measures to ensure that internet users at least have a baseline

protection against cyber threats.
2.1.1 NDLP
National Digital Literacy Programme (NDLP) aims to strengthen digital literacy,
where it is essential to equip students to thrive in a digital society and take on the jobs
of the future in an increasingly digitalised world. The Ministry of Education (MOE) will
launch the NDLP so that at different stages of their education journey, students will be
able to acquire digital skills across four components in the “Find, Think, Apply, Create”
framework.
Find → Gather and evaluate information, and use digital resources in a safe and
responsible manner.
Think → Interpret and analyse data, and solve problems.
Apply → Use software and devices to facilitate the use of knowledge and skills
in different ways.
Create → Produce digital products, and collaborate online.
(Ministry of Education, Singapore. (2020))
2.1.2 DMA
Device Management Application (DMA) is a software that will be installed in
students’ PLDs, which will capture data on their online activities such as Web Search
History, but it does not track personal information like location.
The DMA allows schools and parents to monitor device usage and restrict certain
applications from being accessible by students. DMA tracks students’ online activities in
order to restrict access to objectionable material, and device information such as the
operating system to facilitate troubleshooting. Restricting such materials not only helps
students to focus on their studies, but also protects them from the threats online. (Teng,
A. (2021, January 28))
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2.1.3 Antivirus Software
Antivirus Software is a program or set of programs that are designed to prevent,
search for, detect, and remove software viruses, as well as other malicious software like
worms, trojans, adware, and more.
Antivirus software can scan specific files or directories for any malware or known
malicious patterns, removes any malicious code detected, where users would
sometimes be notified of an infection and will be asked to clean the file, along with other
programs that automatically do this behind the scenes. It also shows users the
computer’s status report.
These antivirus tools are critical for users to have it installed and kept up-to-date
because a computer without antivirus software protection may be infected within
minutes of connecting to the internet, and they are capable of
● Detecting, blocking, and removing viruses, malware, and ransomware.
● Preventing identity theft and block phishing and fraud.
● Warning about dangerous websites and links before you click.
● Scanning the Dark Web to find if an email address has been compromised.
● Keeping online accounts protected with secure password encryption.
● Providing simple training to teach you and your family how to be even safer
online.
● Tuning up your computer to keep it running smoothly.
(Webroot)

7

3
3.1

Methodology

Needs Analysis
Before starting on our project, we conducted a needs analysis survey on Google

Forms to assess how relevant it was to create resources for young children to educate
them about online privacy. We had 132 respondents and 67.2% of them were from our
target age group. We tweaked our resources to match our findings from the needs
analysis. Here is a summary of our findings:
● 93.9% did not know much about online privacy

● 66.4% did not use any online applications to protect themselves

● Unsecured web browsing and unsecured Wifi connections had the highest
occurrence with up to 80.9%
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● Interactive sharings and Instagram Posts with interesting graphics hit a high of
93.1%

3.2.

Resources
After conducting the needs analysis survey on Google forms, we found out there

were a few resources that were favored in terms of educating young children about
online privacy. However, due to certain limitations, we were unable to carry out the
interactive sharings that had the most popularity and hence finalised on using
captivating instagram posts and a professional website to help young children
understand certain online threats and how they should deal with them.
3.2.1 Instagram Posts
As technology continues to prevail in this era, the ubiquitous social platform
Instagram has attracted the eyes of many. With improved communication and increased
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artistic abilities, it is expected that more and more young children have got onto this
worldwide networking platform. Hence, by using instagram posts, not only do we get to
extend our reach to our targeted range of audience, we also get to use its visual
marketing features to make our posts more comprehensive for young children.
From March onwards, we started this account and actively posted. Through the
posts, we were able to spread awareness about how to spot and defend against online
threats.
(@project.cypher)

3.2.2

Website
However, some young children did not have the app or did not understand its

function very well. Hence, to make sure that our resources reach a larger audience, we
also created a website with all our resources using Google Sites. Considering its very
easy-to-use and student friendly interface, Google Sites was the most suitable fit for our
target students as most primary school students would have experienced Home-based
Learning (HBL) and they should have a basic understanding on how it functions.
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(https://sites.google.com/view/projectcypher/home)

3.2.3

Pilot Test
As our project came to a closure, we used Google Forms again to acquire

feedback on the effectiveness of our resources from our target audience. There were
also quizzes regarding online privacy before and after the resource package for the
students so that we could get a grasp of how much they have learned from our
resources.
3.2.4 Feedback Form
We had 86 respondents for our feedback form. Here is a summary of our
findings:
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● 90.8% think our content is sufficient

● 78.1% felt that our graphics were good

● 74.7% felt that our Google site is good
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● 56.3% felt more familiar with the 3 types of online privacy after reading our
resources

● 94.3% felt more familiar with online threats and how to cope with them after
reading our resources
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3.2.5 Quiz
We had 51 respondents and each respondent filled up the quiz twice, pre and
post reading.

Here are the total and average of the scores:

From the huge improvement from an average of 8.95 out of 20 pre-reading to that of a
15.7/20, we can conclude that our resources are effective.
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4
4.1

Outcome and Discussion

Limitations
However, due to certain restrictions because of the COVID-19 pandemic, our

group was faced with limitations that disadvantaged us. After our needs analysis survey,
we initially planned to hold interactive sharings by professionals at primary schools.
Hence, we finalised on using captivating Instagram Posts and Google Sites as our main
resource for our target audience. Thus, instead of having a pre and post sharing quiz for
the students, we could only ask them to complete the quizzes after they read the
websites.
Besides, as we were not allowed to meet up physically, our group had to stick to
meeting online. This inevitably resulted in a reduction in terms of productivity for the
group but all the groupmates cooperated throughout meetings and we were able to get
things done effectively.
4.2

Possibility of project extension
Due to time constraints, our group was only able to complete this much research

for our resources. If we were to extend our project, we would have dived deeper into
more online threats and also provide more resources such as Youtube videos or even
virtual escape rooms for our target audience to gain a better understanding regarding
online privacy.
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5

Conclusion

Overall, this project was definitely a success and our group is exhilarated to see
the younger generation benefiting from our resources. Through Project Cypher, we were
able to learn many different qualities. In this journey, though there were the inevitable
hiccups, all of the team members were cooperative. We were able to come together as
a team during the tough time especially in this pandemic. As the saying goes,”When the
going gets tough, the tough gets going”, we were able to learn to be determined,
organized and a team player thanks to this project. We were also able to learn important
knowledge regarding the online world and online security. We all started as a clueless
teenager and not worried about the dark and dangerous online world to a teenager who
is very afraid of the online world. However, that was merely the beginning of our venture
to gain new knowledge. As time passed by, we have continued to remain vigilant but
were able to be less apprehensive about the online world. Now we hold the skill to have
fun on social media and online websites while protecting myself from any harm. But
what the amazing bonus that we felt to this project is the ability to educate our fellow
friends and family members on how to stay safe online. Like they always say, “Good
things must be shared”. Indeed these ‘good things’ came in the form of knowledge and
education.
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