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ABSTRACT 

Online Security is a project seeking to help teenagers stay safe online. It seeks to do so 

by creating two resources. The first resource is a website.  The website provides 

information on how to identify and prevent teenagers from falling victim to fake news 

and phishing scams. However, some teenagers of around ages 13 and 14 still do not 

have an electronic device that they can use. Therefore, there is also a brochure that 

was created to help those that do not have electronic devices. The brochure provides 

an introduction to fake news and phishing scams. Through the two resources, Online 

Security seeks to prevent teenagers from falling victim to fake news and phishing scams 

in the future. 

 

1    INTRODUCTION 

 

1.1 Rationale 

According to an online survey by Statista, only 46% of high school students or lower are 

able to identify fake news in Singapore. This is worrying as they may unknowingly 

spread the fake news to others. According to a report by the Cyber Security Agency of 

Singapore (CSA), there were 47,500 cases of phishing here in 2019, compared with 

16,100 cases in 2018. This is a sign that teenagers have to learn how to stay safe 

online. 

 

1.2  Objectives 

We wish to equip netizens with the skills and information to stay safe from potential 

dangers in the digital world. 

1.3  Target audience  



The target audience is teenagers of around age 13 and 14. 

1.4  Resources 

The resources created for this project was a website which provides information on fake 

news and phishing, and a brochure which had a basic introduction to fake news and 

phishing too. People who wanted to find out more on fake news and phishing could 

scan the QR code on our brochure to access our website.

 



 



 

2     REVIEW 

Other existing websites on the internet had content about fake news and phishing, but 

the information was all scattered among different websites. Meaning a website would 

not have much information about the topic and it was difficult to view all of them. There 

could be a better way to organise them better. 

3     METHODOLOGY 

3.1  Needs Analysis 

A Needs Analysis was conducted to ascertain the relevance of this project. A few 

questions were constructed to establish the respondents’ understanding on Online 

Security. There were a total of 51 respondents. Indeed, quite a number of the 



respondents’ indicated that they did not know how to identify fake news and how to 

prevent phishing scams. 

3.2 Survey Results 

 

 



 

 



 

 

3.3 Development of Resources 

Research on fake news and phishing scams were done at the start of the year. The 

research was then collated and uploaded to the website which was created. The basic 

introduction to fake news and phishing scams were also uploaded onto a google 

document and then printed out to form the brochure. 

3.4 Pilot Test 



A Pilot Test for the website was administered to a total of 50 students of ages 13 and 

14, however there were only a total of 38 responses. Another Pilot Test for the brochure 

was administered to a total of 20 Sec 1 students, however there were only a total of 13 

responses. Generally, the feedback was positive and they all said that it was useful and 

relevant in helping them identify fake news and prevent phishing scams. There was also 

some crucial feedback and changes have been made accordingly. 

The Website: 

 



 

 

The Brochure: 



 

 



 

4       Outcome & Discussion 

Although the project received positive feedback when pilot tested, a decision was made 

to organise the website better and put the information in the brochure into bullet points 

for it to be read easily.  

The resources made were aimed to reach out to students with electronic devices. It 

served as a convenient and concise platform for students to access information on fake 

news and phishing scams. 

If we had more time, we would have perhaps added a quiz in the website to improve 

interactions between readers. 

5       Conclusion 

Online Security had been a challenging project to undertake as it required many hours 

of researching on a topic that was not well known amongst the group. The whole project 



journey had enabled the group to develop many skills. Critical thinking, Creativity, 

Perseverance and Patience were needed to complete the project. 

6       References 

Needs Analysis.(2020).Available: 

https://docs.google.com/forms/d/e/1FAIpQLSe4cAzXq3JZ2Ar3XzjfNuvMukq5NocTApe2

FOOGI3F2Tg3TBw/viewform?usp=sf_link 

Feedback Form Regarding Website.(2020).Available: 

https://docs.google.com/forms/d/e/1FAIpQLSduPOfdrYBuRTOq2XJqP6u7TL87SdP1l-Z

t8lrwmrLTXkgogA/viewform?usp=sf_link 

Feedback Form For Brochure.(2020).Available: 

https://docs.google.com/forms/d/e/1FAIpQLSesfLAHykhNvg-yLq23okFeAx6YuOuZAnu

UpN8GeUbRRxi8AA/viewform?usp=sf_link 

Online Security: Website.(2020).Available: 

https://sites.google.com/student.hci.edu.sg/online-security/home 

R. Hirschmann.(2020).Share of respondents in Singapore who are able to identify fake 

news as of August 2018, by education level.Available: 

https://www.statista.com/statistics/948244/singapore-ability-perceiving-fake-news/ 

Hariz Baharudin.(2020).Three times more phishing attacks in Singapore in 2019, twice 

as many during Covid-19 pandemic.Available: 

https://www.straitstimes.com/singapore/three-times-more-phishing-attacks-in-singapore-

in-2019-twice-as-many-during-covid-19 

 

https://docs.google.com/forms/d/e/1FAIpQLSe4cAzXq3JZ2Ar3XzjfNuvMukq5NocTApe2FOOGI3F2Tg3TBw/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSe4cAzXq3JZ2Ar3XzjfNuvMukq5NocTApe2FOOGI3F2Tg3TBw/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSduPOfdrYBuRTOq2XJqP6u7TL87SdP1l-Zt8lrwmrLTXkgogA/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSduPOfdrYBuRTOq2XJqP6u7TL87SdP1l-Zt8lrwmrLTXkgogA/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSesfLAHykhNvg-yLq23okFeAx6YuOuZAnuUpN8GeUbRRxi8AA/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSesfLAHykhNvg-yLq23okFeAx6YuOuZAnuUpN8GeUbRRxi8AA/viewform?usp=sf_link
https://sites.google.com/student.hci.edu.sg/online-security/home
https://www.statista.com/statistics/948244/singapore-ability-perceiving-fake-news/
https://www.straitstimes.com/singapore/three-times-more-phishing-attacks-in-singapore-in-2019-twice-as-many-during-covid-19
https://www.straitstimes.com/singapore/three-times-more-phishing-attacks-in-singapore-in-2019-twice-as-many-during-covid-19

