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ABSTRACT
Our project—Cyberspace: A Dangerous Place contains interactive, user-friendly
resources which engage primary school students and help them raise awareness
about the danger when surfing the internet, as well as increase their level of
understanding on the topic of cyber wellness.
We provide comprehensive tips and tricks in our website coupled with informationrich statistics and infographics to help students absorb information easily. There is
also an interactive module which is a simulation of a real environment in the
cyberspace and allows students to make decisions in the program.
In the ever-revolutionising world where many are switching to digital mediums, the
threats of the internet would only get more prevalent. Our group believes the it is not
‘if’, but ‘when’, they face these situations. Thus, it is our duty to promote a healthy
internet life, and to always help students to stay vigilant in face of cyber threats.
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INTRODUCTION

1.1

Rationale

From our experience, observation and research, to improve students’ awareness of
cyber wellness, what schools provide is not enough. Students may not even pay
attention during talks. This has been shown from our own survey and research done
to assess the skill level of the students in cyber wellness.
We believe that actions speak louder than words. The current school system, which
mainly provides simple talks to the students is ineffective at teaching students cyber
wellness. Students may not actually listen during such talks, or still do not really
know the real danger of cyber insecurity.
Thus, we aim to solve this problem in Singapore among primary school students,
and put forth an interesting yet effective resource to enrich the students.

1

1.2

Objectives

Our vision is to actionable, impactful programmes which can engage primary school
students in a bid to improve the cyber wellness climate. We plan to make the module
interesting and engaging, and help raise attention about cyber wellness more
effectively.

1.3

Target Audience

Our target audience was Primary School students.
Our group believes that the root of the problem for the lack of cyber wellness
certainly occurs in the Golden Age where students are gaining access to their mobile
devices, the start of their internet journey. Thus, instead of targeting our peers and
other secondary school students, we felt the need to help students start young and
be aware of the dangers of the internet.

1.4

Resources

For our project work, we have curated an interactive module as well as a website.
Through these 2 resources, we have incorporated the main parts of cyber
wellness—cyber bullying, online scams, inappropriate content and fake news.

Interactive Module
Our interactive module is like a “choose your own path” simulation, where the viewer
is firstly placed into a situation, and then made to choose between a few options,
which will determine the outcome. The situations are made to be as realistic as
possible, so as to simulate a real-life environment, so that the viewer will know the
real consequence of his/her choice.

Users are able to make choices in the interactive module
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Website
Our website contains comprehensive tips and tricks and in-depth information-rich
statistics and infographics to help students absorb information easily in-depth
information and statistics about all the dangers of the internet, as well as how to acts
when students have encountered them.
All the information about how to avoid the different dangers is put inside the
interactive module, and enhanced with more detailed explanations as well as
examples. It acts as a convenient and easy-accessible reference site for students to
learn and act in the case that they face some dangers of the internet.
Link to website: https://sites.google.com/student.hci.edu.sg/cyberspaceadangerousplace/hme

Infographic in website to educate students on the surface web, deep web and dark web.
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2

Review

We have identified several other resources that are somewhat similar to our module,
but lack in certain areas in comparison with the resources we are pushing out.

1) School websites (Beta Ministry of Education. (n.d.). Retrieved August 19, 2020,
from https://beta.moe.gov.sg/programmes/cyber-wellness/) This is one such
government website that teaches students cyber wellness. However, it does not
specify all the different cyber threats. It also does not directly explain the dangers,
but instead provides links for the students to go search themselves, which may be
inconvenient for some of them. Our website only targets the student population, and
we have all the information compiled under one website for their convenience.

2) School talks (assembly): Schools often hold talks to educate their students on
cyber wellness. However, the students often do not listen during such talks, as they
find it boring. Moreover, the students are unable to refer to the talk after it is finished,
and is they did not understand something, they cannot go back to look at it. Our
module, however, allows students to refer to it whenever they need it, and our
interactive module allows them to play it as many times as they want, allowing them
to have fun while learning.

In conclusion, we believe that the resources that we are pushing out are not only
more engaging and interactive, but also more convenient for the students to refer to.
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3

METHODOLOGY

3.1

Needs Analysis

We have identified many existing literatures which showcase the prevalence of the
lack of cyber wellness among primary school students, and proof the need for us to
take action in order to educate the students.
Article 1:
1 in 5 children involved in online sexual behaviors: Survey
https://www.straitstimes.com/singapore/most-children-exposed-to-online-dangerssurvey
JUL 2, 2019
Source: Straits times

5

Article 2
Students in Singapore alerted to cyber bullying in revised cyber wellness
curriculum
https://www.straitstimes.com/singapore/education/students-in-singapore-alerted-tocyber-bullying-in-revised-cyber-wellness
SEP 20, 2014
Source: Straits times
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Article 3
3 in 4 youngsters say they have been bullied online
https://www.channelnewsasia.com/news/cnainsider/3-in-4-teens-singaporecyberbullying-bullied-online-survey-10001480
01 March, 2018
Source: CNA
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Furthermore, before we decided on what resources to create, we created a short
survey to ask students on what teaching methods appealed to them the most. As
seen, an interactive module and website seemed more attractive and interesting to
the students, and we decided to use this to decide what resources we were to push
out.

A needs analysis was conducted to ascertain the relevance of our project. A
questionnaire was constructed to test primary school students on the different
dangers of the internet. This acted as a method to gauge how well the students are
able to react in the face of online dangers, and to test how well they are able to
grasp the idea of Cyber Wellness. After these students had taken part in our need's
analysis, they would then test out the interactive module.
We have collected a total of around 23 responses, mostly from our friends and
relatives and the statistics are presented below. As seen below, many students lack
sufficient information on the topic.
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3.2

Pilot Test

A pilot test was administered to the same 23 primary school students who had taken
part in our need's analysis survey. After that, they were asked to go through our
interactive module and our website, in order to gain a deeper understanding on
cyber wellness. After which, they were then sent a post-test survey in order to see
how much they have learnt from our resources. In the post-test, we put the same
questions in order
Note: When students did the needs analysis survey, they were not made aware of
their results and only got to know of them after the post-test.

Below are the post-test results. As seen, students had a significant improvement in
their level of understanding and were able to answer a greater percentage of
questions correctly.
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4

OUTCOME AND DISCUSSION

At the end of the project, we hope to have achieved our goal of allowing more
primary school students to have a much better knowledge of cyber wellness, not
through the conventional way of getting students to go through a talk, or letting them
go to government websites, but through a fun and interactive way, where they get to
experience first-hand the different cyber threats.
However, such a project does have its limitations. We must be able to coordinate
well with the schools we decide to partner with. Due to the Covid-19 situation, we
have faced rejections 2 Primary Schools. Instead of carrying on with our plan of
holding our pilot test in the Primary school, we managed to quickly adapt to the
situation, and instead send our interactive module and survey results to our friends
and family members. Despite the challenges faces, we still managed to attain many
positive responses.
Another limitation we faced was time. It often took a long time for us to reach out to
the schools to confirm our partnership, so we could not talk to them in detail, and
could only briefly explain our plan to them.

In order for our project to move forward in the future, we believe that we should have
a physical interaction with students, just like we had planned at the start of the year.
This would truly allow us to interact with students and help them to learn using
games and carnivals.
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6

CONCLUSION

1500 words

6

REFERENCES

N.A.
14

