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ABSTRACT 

Project ProPrivacy is a project group from Hwa Chong Institution consisting of members             

Yap Ze Kai, Li Aoxiang, Zhu Qixuan and Yeo Zhao Cheng. Project ProPrivacy’s final              

resource package consists of a website that hosts the following information in a             

condensed manner: facts and infographics on Internet privacy, consequences of          

Internet privacy, quizzes to test on one’s knowledge of Internet privacy, steps to take to               

prevent the loss of internet privacy and an exclusive interview with a professional from              

the Agency for Science, Technology and Research (A*STAR). This exclusive interview           

helps to validate our project with an expert’s opinion and insights, as well as helps us to                 

shape our package according to a professional’s knowledge, thereby adding a sprinkle            

of professionalism for our project. All of these information was hosted on an online              

platform for quick and easy access for students.  

 

 

  



 

1 INTRODUCTION 
 
1.1 Rationale 
Over the past few years, the world has seen an increase in the number of cases that                 

involve the loss of Internet privacy and such. For example, a study conducted by              

Symantec, a global cyber-security company, indicated that cyber-attacks involving         

malicious software increased by 8,500% from 2014 to 2018, and that in 2018 there were               

16.7 victims of identity fraud, an increase from 10.5 million in 2017. These cases have               

been commonly associated with online platforms such as Facebook and such. A report             

in May 2013 by the Pew Internet and the American Life Project found 91% of the                

12-to-17-year-olds it surveyed post photos of themselves (up from 79% in the last such              

survey, in 2006) and 24% post videos. Another 91% are happy posting their real name,               

60% their relationship status, 82% their birthday, 71% the town where they live and the               

school they attend, 53% their email address and 20% their mobile number (compared             

with 2% in 2006). And in the UK at least, where the data trends are broadly similar,                 

there remains "a basic lack of awareness" about "the potential longer-term impact of             

information leaks", said Andy Phippen, professor of social responsibility in information           

technology at Plymouth University. As such, we strongly felt that it would be best for               

teens to learn more about internet privacy, such that they would be able to take the                

necessary steps to protect themselves online and help others do so as well. Internet              

privacy is an issue that an increasing number of people are unaware of, thus we               

decided to embark on this project to educate teens on the issue at hand. 

 

1.2 Objectives 

The objectives of Project ProPrivacy were: 

● To raise awareness of Internet privacy and its consequences 

● To educate teens on steps to protect their privacy online 

● To reduce the impacts of privacy breaches and information leaks on students 

● To create a beneficial resource package on internet privacy for the reference and 



 

learning of students 

 

1.3 Target Audience 

The target audience were 13 to 18 year old students. The reasons we chose this target 

audience were: 

● According to the US Department of Health and Human Services, 71% of teens 

say they use more than one social media site in 2016, a rise from 39% in 2010. 

● Teens are more tech savvy and are more likely to have social media accounts 

online as compared to the older generations 

● They tend to be naive and inexperienced, thus causing the likelihood of falling 

prey to the numerous dangers the internet may hold to increase and thereby 

causing them to not be able to protect their personal information effectively.  

1.4 Resources 

The resources created for this project was an integrated online platform created using             

Google Sites, comprising of facts, videos, infographics, quizzes and games about           

internet privacy, consequences of internet privacy, solutions to combating these          

consequences and an exclusive interview Dr Guo Huaqun, a representative of the            

Agency for Science, Technology and Research (A*STAR). We also have a social media             

page on Instagram where we posted various facts on internet privacy to help raise              

awareness of the dangers of the lack of internet privacy. 

Online Platform:  

Project ProPrivacy Website  

https://sites.google.com/student.hci.edu.sg/projectproprivacy/home


 

 

 



 

 

 



 

 

 

Instagram Page:  

Project ProPrivacy Instagram  

 

 

 

https://www.instagram.com/projectproprivacy/


 

2 REVIEW 

In recent years, there has been an exponential increase in the number of teens that               

utilise the internet and its properties. According to the US Department of Health and              

Human Services, 71% of teens say they use more than one social media site in 2016, a                 

rise from 39% in 2010. While the number of teens that use the Internet increases with                

every passing year, the number of people who have knowledge of Internet privacy and              

what it entails remain stagnant. As such, we thought it upon ourselves to educate our               

schoolmates on the topic at hand and good Internet privacy practices such that less              

would fall victim to the consequences the lack of internet privacy can bring.  

In order to be divergent from the norm, we included interviews, videos, pictures and              

infographics that helped to increase the appeal and effectiveness of our resource            

package. 

  



 

3 METHODOLOGY 

3.1 Needs Analysis 

A needs analysis was conducted with a total of 84 13-18 year old students to ascertain                

the relevance of such a project. Indeed, the 84 students generally indicated that they did               

not know much about internet privacy and that they did not know of any specific               

methods that they could utilise to protect themselves online.  

 

3.2 Survey Results 

The survey was done by 84 13 to 18 year old students. More than 58% of surveyees                 

were not aware of the fact that their private information were online and stored in data                

servers, close to 80% of surveyees were not aware of any specific methods they could               

utilise to protect their online information and around 87% of surveyees showed interest             

in a resource package that could educate one on data security and protection. This              

shows a need for our resource package due to the fact that students tend to be                

vulnerable to these online threats. Our package will aid students in having a greater              

understanding of online privacy as a whole such that they would know how to protect               

their privacy in the future.  

 

 



 

 

 

Access the full survey here!  

 

 

3.3 Development of Resources 

We visited the Agency for Science, Technology and Research (A*STAR), which is an             

organisation that drives mission-oriented research that advances scientific discovery         

and technological innovation. They consists of many differing branches, one of which            

that includes a branch that was dedicated to data protection. We interviewed Dr Guo              

Huaqun, an established member of A*STAR’s data protection branch, to gain a better             

understanding of internet privacy. We compiled the information we gleaned from the            

interview in our website, as well as recorded the interview and edited it into an exclusive                

https://docs.google.com/forms/d/e/1FAIpQLSe8O82UO9d-e0v89fDBwf9UBLAD20HLapR8VPQN-FglMUQiNg/viewform?usp=sf_link


 

video for people who patronise our package. The interview gave us a much greater              

insight into internet privacy and its ins and outs, thereby allowing us to develop our               

resource with greater intricacy and care. Our project also had an instagram page where              

its followers were mostly between the age of 13 and 18, where we regularly posted               

infographics of interesting facts of internet privacy and solutions to combating internet            

privacy. As for the website, we went through the careful process of extracting useful              

information from reliable sources on the internet, some of which we compiled into short              

but intriguing information. We developed our detailed infographics with Canva and           

Piktochart, created the videos with Powtoon, and edited the interview on Final Cut Pro              

X. We also created a checklist to help teens access whether they were at risk from the                 

dangers of the lack of internet privacy, as well as incorporated short games to help               

pique their interests. 

 

3.4 Pilot Test 

For our 1st Pilot Test, we had 20 students utilise our resource package. For our 2nd 

Pilot Test, we had 31 students utilise our package.  The students were mostly our 

classmates from 4P1 and was done within the walls of the classroom. Firstly, we gave 

them the checklist to check whether they were at risk from suffering from the lack of 

internet privacy and a test to test their understanding of the topic, before allowing them 

to browse the website for 20 minutes. Afterwards, they gave us their opinions on the 

effectiveness of the website. The results were mostly positive, as shown below. For 

example, 90% of participants felt that they had learnt a new way to protect themselves 

online, and 90% of participants rated the package 4 and above out of 5. Participant Low 

Jun Hao also stated that “This project contains a lot of useful knowledge that has 

impacted the way I utilise the internet.” , and participant Elgin Ng also commented that 

“The interview and videos were especially informative and appealing.”  

 

 



 

Checklist: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Pilot Test Survey Results: 

 



 

4 OUTCOME & DISCUSSION 

Through our pilot test, we received feedback that our infographics were well designed 

and that their messages were concise. They said that the inclusion of an online platform 

for easy access was useful and that the content of the website was interesting. 

However, they said that we could have added more interviews to increase the appeal of 

the entire package. They also said that the package was limited in usefulness in regards 

to the measures to take to protect themselves online as there were not enough 

solutions. In conclusion, even though participants commented that the resource 

package was limited in value, they said that its objectives were well-grounded and that 

the package has mostly completed these objectives successfully. 

 

 

5 CONCLUSION 

In conclusion, although we millennials are supposedly tech-savvy and such, our findings 

show us that fewer people are taking the time to acquire knowledge of internet privacy, 

which can possibly lead to dangerous consequences for numerous people if they do not 

take responsibility for their own privacy online.  

Project ProPrivacy has been an arduous project to undertake as it required numerous 

hours of work to design the online platform and infographics, acquire useful information 

on internet privacy and to collate the information for the reference and learning of our 

target audience. The whole project has enabled the members to develop numerous 

skills, some of which include creativity, punctuality and critical thinking. Getting an 

interview was tough as numerous organisations simply ignored out requests for 

interviews, but through perseverance and grit, we were able to acquire a priceless 

interview 2 weeks before the final evaluation. These few months have been challenging 

but extremely fulfilling for the members. 
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